FRAUD CHECKLIST

	MERCHANT INFORMATION

	Merchant Number
	
	DBA:
	
	Date Fraud Detected:
	

	

	RECEIVING BANK INFORMATION

	Bank Name:
	
	Routing #:
	
	Act#:
	

	Phone#:
	
	Fax#:
	
	Mailing Address:
	

	

	MONEY RECOVERY PROCESS

	1
	Funds Held
	Date:
	

	2
	Partial Funds Held (If applicable)
	Date:
	

	3
	Funds Recalled
	Date:
	
	Amount:
	$
	Hold Harmless Sent
	Date:
	

	4
	Called Receiving Bank
	Date:
	
	Time:
	
	Name:
	
	Title:
	

	

	DATABASE SEARCHES FOR RELATED ACCOUNTS

	1
	SSN:
	
	Date Checked:
	
	Related Merchant Numbers:
	
	
	

	2
	Tax ID:
	
	Date Checked:
	
	
	
	
	

	3
	Owner’s Name:
	
	Date Checked:
	
	
	
	
	

	4
	DBA Name:
	
	Date Checked:
	
	
	
	
	

	5
	Corp Name:
	
	Date Checked:
	
	
	
	
	

	6
	Card Searches:
	
	Date Checked:
	
	
	
	
	

	7
	Special Reporting:
	
	Date Checked:
	
	
	
	
	

	

	ADDITIONAL TASKS

	1
	Inform Management Staff
	Date:
	10
	Alert Other Processors
	Date:

	2
	Attempt Draft Recovery (Mark Code 10 in system)
	Date:
	11
	SAR Filed
	Date:

	3
	Retrievals & Chargebacks Marked for Response
	Date:
	12
	Print ALL Auth Logs, Deposit History/Stmts, Activity                                                        
	Date:

	4
	Terminal Turned Off
	Date:
	13
	Update All Internal Notes Systems
	Date:

	5
	Closed In System
	Date:
	14
	Set Up Fraud Case Folder                                                                 
	Date:

	6
	Close Letter Sent
	Date:
	15
	Review w/ Mgr                                                       
	Date:

	7
	Add to MATCH
	Date:
	16
	Prosecute     /      Sue     /      No Action             
	Date:

	8
	Order Site Inspection (if applicable)
	Date:
	17
	Hand Over to Collections                                                                                       
	Date:

	9
	Cover Letter For Law Enforcement
	Date:
	18
	
	


	HOLD HARMLESSES TO HONOR (IF WE ARE HOLDING MONEY FOR ISSUERS)

	


Copies of everything (forms, sent emails, and exact copies of anything sent to law enforcement) should go in the case file and should not be written on.
