
M E M O R A N D U M

TO:

Call First and Get a Name
FROM:



DATE:



SUBJECT:
Request to Open a Fraud Case
Loss Summary:

	MID
	DBA
	TOTAL PROCESSED
	ACTUAL LOSS AMOUNT
	POTENTIAL LOSS AMT
	HELD MONIES
	FRAUD TYPE

	0001
	
	$
	($8,779.10)
	FINAL LOSS
	$
	FORCED WITH NO AUTHORIZATION

	0002
	
	$
	($0.00)
	FINAL LOSS
	$
	ISSUER BUST OUT

	0003
	
	$
	($0.00)
	FINAL LOSS
	$
	FORCED WITH NO AUTHORIZATION

	
	
	$**
	($)*
	($)
	$
	

	
	
	Amount Held (+) as of Date
	$*
	


*Loss as of Date.  Cannot determine final loss/amount held until Date.


**Someone took this loss.  These are all bust outs of some form.  Even though we did not take a loss, the issuers more than likely have charged this off.  Always point out other potential victims.
Background:  Merchant Acquiring 101

We are a merchant acquirer.  We set up merchant accounts for Visa and MasterCard processing.  Each of the above accounts is a different merchant account with the potential to process credit cards.  Merchants run cards through the terminal.  We collect the money from the issuing banks through our back end bank.  We then pay the merchant via ACH to an account the merchant specifies on the application within 72 hours of the settlement.  When a merchant opens an account and processes fraudulent/ unauthorized cards, we are exposed to a loss if the merchant’s local bank cannot be debited for the customer disputes.  For this reason, we monitor all merchants’ activity for suspect activity and acts appropriately to each situation.

To better understand this account, it is important that one understands how the merchant’s terminal works.  First, the card is swiped or keyed into the terminal.  The terminal dials out for authorization.  During this process the terminal is calling the bank that issued the credit card and is checking to see that there is available credit and the card has not been reported lost or stolen.

The terminal then delivers a response code back to the merchant:

Approved – At that point in time, the funds were available on the card and it had not been reported lost or stolen.

Declined – The issuer is not authorizing the transaction.

Call Center – The issuer is requesting further information and the merchant must call the authorization center.

The receipt prints out for the customer to sign.  The transaction sits in the terminal until the merchant sends the file to us.

The authorization process is the means to validate whether the card can be taken.  However, the terminal can be taken offline to bypass this validation process.  This functionality is necessary if an issuer asks the merchant to Call Center.  In that situation, the issuer takes some additional measures to speak with the cardholder.  A verbal authorization is given at that point.  The terminal must be taken offline and the verbal code is “forced” in.  These phone calls do show up in our system if the merchant calls the Call Center number provided by us in all Welcome Kits at approval.

Once the merchant is finished authorizing all of the day’s transactions, they must be sent to us.  The merchant batches out the terminal.  This process collects all of the data and submits it electronically to us.  We validate that the bin numbers are valid and submits the cards to the issuing banks.  We pay the merchant for the batch via ACH into the receiving bank that the merchant provided on the Merchant Application in the form of a voided check.  This process takes between 48 to 72 hours.

The force or offline process can also be used to abuse the system.  If the terminal is taken offline and a transaction is forced through with a made up code, the system will pay out the money to the merchant unless detected by the Loss Prevention department and manually held.

I will be breaking each case down into an individual summary.  I will end by explaining how the accounts are tied together.

What is MasterCard MATCH?

MATCH is a database that MasterCard maintains.  It is a requirement to add a merchant to this database if they violate the MasterCard regulations.  All processors are required to add merchants to MATCH if they have any violations.  All processors are required to check MATCH prior to processing for a merchant.  MATCH does not hinder a merchant’s ability to accept credit cards because a processor can process for a merchant who is on MATCH.  It is simply a reporting tool.

Case Summary 1:  001 XYZ Merchant
The Merchant Application was written on Date by the sales rep John Smith through Michael Richards’s office out of New York City, NY.  The merchant signed up as a flower shop in Minneapolis, MN.  We verified that no site inspection had been preformed.  

XYZ Merchant was opened to begin processing credit cards with us on date.  The following information was provided on the merchant application:

Business Information:

XYZ Merchant
123 Main Street
Minneapolis, MN 55408

Phone:  612-XXX-XXXX
Fax:  612-XXX-XXXX
Receiving Bank information:

Routing Number:  XXXXXXXXX
Account Number:  XXXXXXXXX
Bank Name:  A Bank MN

Location:  Minneapolis, MN

Phone:  612-XXX-XXXX
Signer’s Information:

Abdul Mohamad
SSN:  XXX-XX-XXXX
321 Elm Street
Shakobee, MN 55379

612-XXX-XXXX
Merchant Trade References:

ABC Merchant  612-XXX-XXXX
KML Merchant  952-XXX-XXXX
Other Identifiers Found:

· Sprint PCS Cell Phone Account Number:  XXXXXXX
· Trans Union Credit Bureau Address:  Address; Minneapolis, MN 55403

· Trans Union Credit Bureau Address:  Address; Minneapolis, MN 55418

· Trans Union Credit Bureau Address:  Address; Minneapolis, MN 55403

· Trans Union Credit Bureau Current Address:  Address; Minneapolis, MN 55417

· There is an inquiry on Trans Union Credit Bureau from Verizon on Date.  There are no collections from Verizon on the report, so this probably means that someone is still trying to use this Social Security Number.  Verizon’s contact information phone number is 866-428-3975.  He used this phone number and address while applying with Verizon:  612-XXX-XXXX Address Shakobee, MN 55379

XYZ Merchant began running credit card transactions on 7/20/02.  He ran one transaction for $10.00 and then did not process again until Date when he ran a transaction for $276.90.  He did not process anything else until Date.  At that point he began submitting batches almost daily.  On Date the merchant began receiving chargebacks, so the account was placed on hold.  All of the transactions were full mag stripe read meaning that XYZ Merchant had the cards or counterfeit cards.  The cards were forced through the terminal with no valid authorization from the issuing banks.  Of the $25,118.47 in Visa/MasterCard sales were processed through the XYZ Merchant account, $18,560.53 were charged back.  $9,202.18 was held at the time of the investigation.  XYZ Merchant currently owes us $8,779.10.

The trades were called and Roy James, the owner of ABC Merchant, did know Mr. Mohamad for about 3 years at the time.  Mr. Mohamad did buy roses from him, but under $1,000 at a time.  He also shared with the Investigator that he had seen XYZ Merchant on television where the police where at the location, but he did not catch what was going on.

The merchant was run on MasterCard MATCH on Date.  There were other processors who added him to MATCH.  These processors should be subpoenaed for information.  The processors were:

	Processor
	Processor’s Phone
	Date Added
	Reason Added
	Matched On
	Merchant Number
	DBA

	A Processor
	
	
	
	
	
	


We added the merchant for Excessive Chargebacks/Credits/Disputes on Date.
Case Summary 0002

Case Summary 0003
Describe each case in detail.
How the Accounts are All Tied Together
	Merchant
	Link Type
	Identifier
	Merchant

	0001
	Credit Card Number
	5XXXXXXXXXXXXXXX
	0005

	0002
	Credit Card Number
	4XXXXXXXXXXXXXXX
	0005

	0002
	Credit Card Number
	4XXXXXXXXXXXXXXX
	0005

	0002
	Credit Card Number
	5XXXXXXXXXXXXXXX
	0005

	0002
	Tied to spreadsheet sent by law enforcement Card Number
	4XXXXXXXXXXXXXXX
	Unknown – Some Bank Credit Card

	0003
	Address on MAA CBR matches Ron Construction Home Address
	Any Street; Brooklyn, NY 11230
	0005

	0003
	Tied to spreadsheet sent by law enforcement DBA
	0003
	0003 (Different Processor)

	0003
	Tied to spreadsheet sent by law enforcement Owner Name
	Abdul Mohammad
	0003 (Different Processor)

	0003
	Tied to spreadsheet sent by law enforcement SSN
	XXX-XX-XXXX
	0003 (Different Processor)

	0003
	Tied to spreadsheet sent by law enforcement Phone Number
	202-XXX-XXXX
	0003 (Different Processor)

	0004
	Tied to spreadsheet sent by law enforcement Phone Number
	540- XXX-XXXX
	0007

	0004
	Tied to spreadsheet sent by law enforcement SSN
	XXX-XX-XXXX
	0007

	0004
	Tied to spreadsheet sent by law enforcement Partial DBA Match to Owner’s Name
	0007
	0007

	0005
	Tied to spreadsheet sent by law enforcement Card Number
	4XXXXXXXXXXXXXXX
	Unknown – Some Bank Credit Card

	0005
	Tied to spreadsheet sent by law enforcement Card Number
	4XXXXXXXXXXXXXXX
	Unknown – Some Bank Credit Card

	0006
	Tied to spreadsheet sent by law enforcement Card Number
	4XXXXXXXXXXXXXXX
	Unknown – Some Bank Credit Card


Enclosed Documentation:  Always include electronic copies in a format which can be sorted if possible.  Don’t forget encryption.
· CD including an electronic files of authorizations, settlements, and the chargebacks.  Please call for password.
I have enclosed an individual packet of information on each merchant account.

Exhibit A:  XYZ Merchant
· Notarized Custodian of Records Affidavit

· Merchant Application
· Cell Phone Statement
· Copy of Social Security Card 

· New Application Set Up Form showing Talento as the terminal type

· Trans Union Credit Report pulled on 

· Trans Union Credit Report pulled on 

· Trans Union Credit Report pulled on 

· Authorization Logs

· Merchant Statements

· Settlement Reports

· Chargeback and Retrieval Request Information

· MasterCard MATCH Inquiry showing other processors that have added this merchant to MATCH


